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ONPEAEJEHUSA

B HacTosIEM JOKyMEHTE HUCIIOJIBb3YIOTCs CrIeytole TEPMUHBI ¥ UX ONpeie-
JICHUSL.

ABTOMATH3HPOBAHHASI CHCTeMAa — CHCTEMa, COCTOsLlas W3 IepcoHala H
KOMITIEKCA CPEJICTB aBTOMATH3AIMM €ro NesTeNbHOCTH, peanusyiouas uHpopmanu-
OHHYIO TEXHOJIOTHIO BBITIOJIHEHNUS YCTAHOBIEHHbIX (QYHKIHH.

AyTeHTH(HUKANMS OTNPABHTE/I JAHHBIX — TOATBEPKIEHHUE TOrO, HTO OT-
MPaBUTENb MOJIyYEHHBIX JaHHBIX COOTBETCTBYET 3asBIIEHHOMY.

Be3onacHOCTh MEePCOHANBHBIX JAHHBIX — COCTOSIHUE 3alMIIEHHOCTH NEepCo-
HAJIbHBIX JAHHBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO IOJIB30BATENCH, TEXHHYECKHX
cpelcTB U MH(OPMAUMOHHBIX TEXHOJIOIUH 00ecrneYnTh KOH(HICHLINHATBHOCTD, LeJIO0-
CTHOCTB U JOCTYIHOCTb MEPCOHAJIBHBIX NAHHbIX TPH UX 00paboTKe B MH(OPMALIMOH-
HBIX CUCTEMAaX MEePCOHAJBHBIX JaHHBIX.

buoMerpuuyeckne nepcoHaJbHbIe JaHHbIE€ — CBEICHUS, KOTOPBIE XapaKTepH-
3y10T (PU3HOJIOrHYecKHe OCOOEHHOCTH YeJloBeKa U Ha OCHOBE KOTOPBIX MOXHO yCTa-
HOBHUTB €ro JIMYHOCTb, BKIJoYas (ororpaduu, OTmeyaTky NaiblieB, 00pa3 ceT4aTKHu
riasa, 0CoOEHHOCTH CTPOEHHS Tejla M IPYTYIo M0J00HYI0 HH(OPMALIHIO.

BiokupoBaHHe NMepcoOHAJbHBIX JAaHHBIX — BPEMEHHOE NpEKpalleHne coopa,
CHCTEeMATH3alUuM, HAKOIUIEHMs, HCIOJIb30BaHUs, PacrpOCTPaHEHUs, MEPCOHATIbHBIX
JIAHHBIX, B TOM YMCJIE UX IepelavH.

Bupyc (KOMObLIOTepHbBIii, MPOrpaMMHbIH) — UCIOJHIEMBbIH MPOrpaMMHBIH
KOJI WJIH MHTEPIIpeTUpyeMbIii HaGop WHCTPYKIHMH, 00JIalaloliii CBOMCTBAMU HECAHK-
LIMOHMPOBAHHOTO PACTIPOCTPaHEHHs M camoBocnpousBeenus. Co3aHHbIe nybnuka-
Thl KOMIIBIOTEPHOIO BHpyCa He BCErja COBIAJAIOT C OPUIMHAJIIOM, HO COXPaHAIOT
CIOCOOHOCTD K JajbHEeHIIeMy paclipOCTPaHEHHIO U CAMOBOCIIPOU3BEICHHIO.

BpeaonocHasi mporpaMma — nporpamMma, fnpeHa3HaueHHas uis OCyLIeCTB-
JeHUs HeCaHKL[MOHMPOBAHHOIO IOCTyna W (WJIM) BO3/ACHCTBHS Ha MEPCOHANbHbIC
JIAHHBIE UM PeCYPChl MHPOPMALIMOHHOM CUCTEMBI IEPCOHATILHBIX TAHHBIX.

BenomoraresibHbIe TEXHHYECKHE CpecTBa H CHCTeMbl — TEXHUYECKHUE CPpea-

CTBa U CUCTEMBI, HE NPEeAHA3HAYCHHBIC JJIA rnepegadu, 06pa60T}<1/1 U XpaHEHUs NMeEpCo-



HaJIbHBIX JJAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEICTBAMM U CUC-
TeMaMH, NpeaHasHa4YC€HHbIMH IS O6p&60TKI/I IIEPCOHAIIbHBIX JIaHHbIX WUJIKX B IIOMEC-
EHUSAX, B KOTOPBIX YCTAHOBJIEHbI MH(MOPMALMOHHBIE CHCTEMBbI IMEPCOHAJIbHBIX
JAHHBIX.

JloeTyn B ONepalMoHHYI0 cpely KommbioTepa (MHGOPMAIIMOHHON CHCTe-
MbI MEPCOHAJIBHBIX JAHHBIX) — MOJyYEHHE BO3MOXKHOCTH 3allyCka Ha BBINOJIHE-
HHUE ILUTATHBIX KoMaHj, (DYHKLKM, Mpomemayp OrnepaldoHHOH CHCTEMBbI (YHHYTOXe-
HUS, KOMMPOBAHMS, IMEPEMEILEHHs] ¥ T.I.), UCTIOJHIEMBIX (DAHJIOB MPUKIIAIHbIX
Mporpamm.

JoeTyn Kk MH(OPMAIMU — BO3MO)KHOCTh MOTyYeHHs] HH(POPMALIMK U ee 1C-
MOJIb30BAHUSI.

3ak/1a04HOE YCTPOICTBO — SJIEMEHT CPEJICTBA CheMa MH(OPMAIIHH, CKPBIT-
HO BHEJPSEMbIH (3aK/Ia/ibiBaeMblii WJIM BHOCHMBIN) B MECTa BO3MOYKHOI) CheMa MH-
(opmarmu (B TOM uKCiie B OrpakIeHHe, KOHCTPYKLMIO, 000pyI0BaHUE, MPEIMEThI
MHTEphEPa, TPAHCIIOPTHBIE CPEJICTBA, a TAKKE B TEXHUUYECKHE CPEJICTBA M CHCTEMBbI
00paboTku uHbOpMALIUN).

Sanmmaemast nudopmanusi — MHGOpMALKS, SBISIOMIASACS MPEAMETOM CO0-
CTBEHHOCTH U TOJYIeKAllasl 3alUTe B COOTBETCTBUHU C TPEOOBAHUSIMH MPABOBbIX J10-
KYMEHTOB HJIH TpeBOBaHUSIMH, YCTAHABIINBAEMBIMH COOCTBEHHHUKOM HH(OPMALIMH.

WaenTudukauusi — NpUcBOeHHE CyObeKTaM U 00bEeKTaM JOCTyIa uaeHTUu-
KaTopa M (MJIM) CPABHEHHE TIPEIBSIBISIEMOro MAEHTU(UKATOPA C TIEPEIHEM NTPUCBO-
€HHBIX UJICHTU(UKATOPOB.

NudopMaTUBHBI CUTHAJ — SJIEKTPHYECKAE CUTHAIIBI, a-yCTUYECKUE, JITCK-
TPOMArHUTHbIE U Jpyrue (hU3MUecKue IoJis, M0 MapaMeTpaM KOTOPBIX MOXET ObITH
pacKpbiTa KOH(UAeHIMATbHAs WHPOpPMALHsi (epcoHaIbHbIE J[AHHBIC) oOpabarsbl-
BaeMasi B UH(QOPMAIIMOHHOW CHUCTEME NTEPCOHANTbHBIX IaHHbIX.

UndopmannoHHasi cHcTeMa MepPCOHAILHBIX JaHHBIX (UCI/An) — undop-

MallMOHHasg CHUCTEMa, INPEACTaBIISHOIAs coboi COBOKYMNMHOCTH NEPCOHAJIBHBIX JaH-

HBbIX, COACPXKAIIUXCS B Oase JAaHHBIX, a TAKIKE I/IH(.i'.)OpMaLII’IOHHI)IX TEXHOJIOTUM U TeX-



HUYCCKUX CpPEACTB, MO3BOJISIFOIIHUX OCYHIECTBJISATDH 06pa60TKy TaxuX IMEePCOHAJIbLHbIX
JIaHHBIX C WCIIOJB30BAHUEM CPEICTB aBTOMATU3alUKM UK 0e3 MCIOJIb30BaHUs TaKHX
CPEJNCTB.

MHdopMalmoHHbIe TeXHOJIOMHH — [POLIECCh], METO/IbI MOKCKa, cOopa, Xpa-
HeHsl, 0OpabOTKH, MPeJOCTABIEHHs, PACIPOCTPAHEH s MH(OPMALMK U CTOCOObI
OCYIIIECTBJICHHUS] TAKMX MPOLECCOB U METOIOB.

Hcnoab3oBaHHe NepCOHANBHBIX AAHHBIX — JICHCTBUA (Omepaluu) ¢ mnepeo-
HAJIBHBIMH JIAaHHBIMH, COBEpLIAeMbIe OIMEepaTopoM B LENAX NPUHATHS PEIIeHUH WK
COBEpILEHHs MHBIX JEHCTBUM, MOPOXKAAIOIIUX FOPUAXYECKHE MOCIEACTBUS B OTHO-
LIIEHWH CyOBEKTa MEePCOHANBHBIX MaHHBIX MM JPYTUX JIMI JHOO HHBIM obpa3zom 3a-
TpParuBaloIIMX NpaBa ¥ cBOOO/bI CyObeKTa NepPCOHANIbHBIX JaHHBIX UM APYTUX JIALL.

Hcrounnk yrposnl 6esonacHocTi HHGoOpMayu — CyObeKT JI0CTyIa, Mare-
pUATbHBIM OOBEKT WK (U3HMUYecKoe SIBIEHHE, SBJISIOIMECs IPUINHON BO3HUKHOBE-
HHs yrpo3bl 0€30MacHOCTH HH(DOPMALIKH.

KoHTposmpyemast 30Ha — POCTPAHCTBO (TEPPUTOPHS], 31aHUE, JacThb 3/1aHus,
MOMEIIEHHE), B KOTOPOM MCKITIOUEHO HEKOHTPOJIMPYEMOE NpeObIBaHHE MOCTOPOHHUX
JILL, 4 TAKKe TPAHCIIOPTHBIX, TEXHUUECKUX M HHBIX MaTepUasIbHbIX CPE/ICTB.

KonuaeHMaIbHOCTL ePCOHAIBHBIX JAHHBIX — 00s3aTeNlbHOE VISl CO-
OJIFOIEHUS ONEPATOPOM MJTH UHBIM TMOTyYHBLIMM JOCTYI K NMEPCOHAIBHBIM JaHHBIM
MLIOM TpeBGOBaHUe He JI0OMycKaTh HX PaclpocTpaHeHHe Oe3 coryiacksi CyobeKTa rep-
COHAJIbHBIX JIAHHBIX WM HAJIMYMS] THOI'O 3aKOHHOT'O OCHOBAHMSI.

MesKkceTeBOii SKPaH — JIOKAIbHOE (OHOKOMIIOHEHTHOE) WIIN (byHKIMOHAITb-
HO-pacrpe/ieNieHHoe  [porpaMMHoe  (IPOrpaMMHO-aIapaTHoe)  CPesICTBO (kom-
IUIEKC), peaTH3yollee KOHTPOIb 3a HH(OpMALMeH, MOCTyTalomeH B MH(HOPMALMOH-
HYIO CHCTeMY MEPCOHATBHBIX JIAHHBIX W (MJK) BBIXONSIIEH W3 UH(MOPMALMOHHOM
CUCTEMBI.

Hapymmre/ib 6e30MacHOCTH MEPCOHABHBIX JAHHBIX — (U3UYECKOe JIMLO,

cnyqaﬁﬁo WIW IpeAHaMEPEHHO COBEPIIAIOLICE JNIeUCTBUS, CIIEACTBUEM KOTOPBIX SABJIsI-



eTcsl HapyllleHHe Oe30MacHOCTH MePCOHATBHBIX JaHHBIX MPH UX 00paboTKe TeXHHUYe-
CKUMH CPeJICTBaMH B HH(MOPMAILMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX.

HeaBromaTH3npoBaHHasi 006paGoTKa NMepCOHAIBHBIX AaHHBIX — 00paboTKa
MEepPCOHANILHBIX JAHHBIX, COJEpPKAIIUXCS B WH(MOPMAIIMOHHOW CHUCTEME TepCOHalb-
HBIX JIAaHHBIX JINOO M3BJEUYEHHBIX W3 TAKOH CHCTEMbI, CUMTAETCSI OCYILECTBIEHHON
0e3 UCTOJB30BaHUs CPEJICTB aBTOMATH3AIMK (HEaBTOMATHU3UPOBAHHOM), €CIIU TaKue
ﬂCﬁCTBHH C INEePCOHAJIBHBIMH JaHHBIMH, KaK HCIOJB30BaAHHUE, YTOYHEHHUE, PaACIIPO-
CTpaHEHHE, YHUUYTOXKCHHUE NEPCOHAIIBHBIX JAaHHBIX B OTHOLICHHWH KaXXI0r'o H3 Cy6"b-
CKTOB IME€PCOHAJIbHBIX MaHHBIX, OCYLIECTBJISIFOTCSA IPU HENOCPEACTBEHHOM YYACTHH
YesioBeKa.

HenekapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJIbHBIE BO3MOYKHOCTH
CPEACTB BBIYMCIUTEIBHON TEXHHUKH, HE OIMMCAHHbIE WM HE COOTBETCTBYIOLIHUE OITH-
CaHHbIM B JIOKYMEHTAILMM, TPU HCIOJIb30BAHUU KOTOPBIX BO3IMOXKHO HapyIIEHHE
KOH(HUIEHIIMATBHOCTH, JOCTYITHOCTH MJIM IIEJIOCTHOCTH 0oOpabaTbiBaeMoit HH(OP-
Malluu.

HecaHKIMOHUPOBAHHBIH JOCTYN (HeCAHKIIMOHHPOBAHHBIE [IEHCTBUS) —
JOCTYN K MH(OPMAIUK WK JeHCTBUS ¢ MH(pOpMaLMel, HapylIarollye MpaBuiia pas-
rpaHUUYEHHs JOCTYIIA C UCTIOIb30BAHUEM LITATHBIX CPEACTB, PENOCTABIISIEMbIX HH-
(dbopMallMOHHBIMU CUCTEMAMH NEPCOHANIBHBIX JIaHHBIX.

Hocurenn nadopmanum — Gpusrdeckoe JIMIO WM MaTepUasibHbli OOBbEKT, B
TOM 4ucjie (PU3HUYECKoe 10jie, B KOTOPOM HMH(pOpMAaLIUs HAXOAUT CBOE OTpaKeHHE B
BHJIE CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PEIIEHHH U MPOLECCOB, KOIUYe-
CTBEHHBIX XapaKTePUCTUK (PU3NUECKUX BEJTUYMH.

O06e3nnuuBaHHue NMEPCOHAJBHBIX JAHHBbIX — HeﬁCTBHH, B pe3yJibTaT€ KOTO-
PBIX HEBO3MOXHO ONPEACTINUTbL NMPUHANJICIKHOCTD INEPCOHAJIBHBIX MaHHbBIX KOHKpPET-
HOMY CYOBEKTY MepCOHaIbHbIX JaHHbIX.

O6paboTKa NEePCOHANLHBIX JAHHBIX — JISUCTBUS (ONEpaLuK) ¢ IEPCOHAIb-
HBIMH JJAHHBIMH, BKJTIOYasi cOOp, CHCTeMAaTU3aL|I0, HAKOIUIEHHE, XpaHEeHUEe, yTO4He-

Hue (OOHOBJIEHME, W3MEHEHHE), UCIIONB30BaHNe, PAaClpOCTpaHeHHe (B TOM 4YHCIe



rnepezaady), obOe3nuuMBaHue, OJIOKHPOBAHWE, YHHUTOXKEHHE MEPCOHAIBHBIX JaH-
HBIX.

OGumeAoCTyNHbIE MePCOHATbHBIE JaHHbIe — IEPCOHANIBHBIE NaHHbIC, T0CTYT
HEOrPaHHYEHHOTO KpPYyra JIMIl K KOTOPBIM TIPEeI0CTaBIIeH C COracusi Cy0ObeKTa nepco-
HaJbHBIX JAHHBIX HJIM Ha KOTOPbIE B COOTBETCTBUM C (pefiepaibHbIMHU 3aKOHAMH HE
pacrpocTpansiercs TpeboBaHue COOM0IeHNS KOH(PUIEHIINATbHOCTH.

OnepaTop (nepcoHaNbHBIX AAHHBIX) — rocyJapCTBEHHBIM OpraH, MyHULH-
NajJbHBIA OpraH, IOpUIMYecKoe WM (PU3MYECKOE JIMIO, OpraHU3yroLlee M (1m)
oCylIeCTBIIsItolee 00pabOTKy MepCOHAIBHBIX JAHHbIX, a TAKXKE ONPEICIISIONME 1e-
JIM U cojieprkaHre 00pabOoTKU MEePCOHANIbHBIX IAaHHBIX.

Texnuyeckue cpeacTBa HHGOPMALMOHHOH CHCTeMbl MEPCOHAIbHBIX
JIAHHBIX — CPEJICTBA BBIYMCIIUTEIHON TEXHUKH, MH(DOPMAIIHOHHO-BBIUUCIIUTELHBIC
KOMIUIEKCHI M CETH, CPEICTBA M CHCTEMBI meperadn, npuema u obpaborku I1/1H
(cpencTBa M CUCTEMBI 3BYKO3allMCH, 3BYKOYCHJICHHS], 3BYKOBOCIIPOU3BEICHMS, MEpe-
rOBOPHBIE W TEJIEBU3MOHHBIE YCTPOMCTBA, CPEJICTBA U3TOTOBJICHHUS, THPAKUPOBAHNA
JIOKyMEHTOB M JpyTMie TEXHUYECKHe cpeJcTBa 00pabOTKH peveBOH, rpahuueckon,
BUC0- U OyKBEeHHO-1M(POBOH MH(OPMALIMK), IPOrPaMMHbBIE CPEACTBA (onepaloH-
Hble CHCTeMbI, CUCTEMBI yIpaBJieHusl 6a3amMi JIaHHBIX M T.IL.), CPEICTBA 3ALLMTHI WH-
(opmariu, npuMeHsieMble B TH(YOPMAIIHOHHBIX CUCTEMaX.

MepexBaT (MHdOpMALMH) — HENPABOMEPHOE MONy4eHne MH(popMalKH ¢ UC-
[0JIb30BaHMEM TEXHUUECKOTO CPECTBa, OCYILECTBIAIOIEro OOHapyKeH!e, NPHEM U
06paboTKy UH(OPMATUBHELIX CUIHAJIOB.

IepconanbHble JaHHBbIE — JIT00as HH(OpPMALMS, OTHOCAIIAACSA K ONpe/eeH-
HOMY WIIH ONpeJeNIseMOMY Ha OCHOBAaHHH TaKoi MHpopMauuu (U3NIECKOMY JIHLLY
(cyOBeKTy TepCoHaNbHBIX JIAHHBIX), B TOM 4HCIie ero (pamMuins, MMs, OTHECTBO, IO/,
Mecsil], 1aTa U MECTO POXJEHHs, aJipec, CeMelHoe, COLMaIbHOE, HUMYIIECTBCHHOC
rnoJioXkeHue, o6pazoBanue, mpodeccusi, J0X0bl, Apyras HHPOPMALHS.

IMo6GouHbIe 3JIEKTPOMATHHUTHbIE H3/Iy4eHHs] H HABOAKH — 3JIEKTPOMarHmut-

Hble M3MTy4eHHs TEXHHYECKHX CPEeICTB 00pabOTKM 3aluMiiaeMoi HHPOpMAlMH, BO3-



HUKAIOLMe KaK MoOOYHOE sIBJIEHHE W BhI3BAHHbIE SJIEKTPUUSCKUMHU CUTHAIAMHU, JIeH-
CTBYIOIIMMH B UX JIEKTPUYECKUX U MArHUTHBIX LIEMSX, & TAKXKe 3JeKTPOMarHuTHbIC
HABOJIKH 9THX CUTHAJIOB HAa TOKOMPOBOASIINE TMHUU, KOHCTPYKIIMM U LK MUTAHUS.

[MoJINTHKA «YHCTOTO €TOJIA» — KOMILIEKC OPraHU3allMOHHBIX MEPONPHITHH,
KOHTPOJIUPYIOIIMX OTCYTCTBUE 3allMChIBaHMsI Ha OyMa)kKHble HOCUTENM KIIFOYEH U at-
pubyTOB j0CcTyMa (Taposieil) U XpaHeHUsl UX BOJIN3H 0OBEKTOB JOCTYIIA.

IMoab3oBaTesib HHPOPMANUOHHON CHCTEMBI NEPCOHANIBLHBIX TAHHBIX — JIU-
110, y4acTBYylollee B QyHKIIMOHUPOBAHUN UH(DOPMALIMOHHON CUCTEMBI IIEPCOHAIBHBIX
JAHHBIX WA UCTIONB3YIOlee pe3yJibTaThl e ()yHKLIUOHUPOBaHUSI.

IlpaBuia pa3rpaHnyeHHsi JOCTYNAa — COBOKYIHOCTb IPAaBWJI, periiaMeHTH-
PYIOILIMX TIpaBa IOCTyMa CyObeKTOB JIOCTyIa K 00bEKTaM JOCTyIIa.

IMporpammuas 3aKJaaKa — KOJ MPOrpaMMBbl, MpeHAMEPEHHO BHECEHHbIN B
MporpaMMy C LENBIO OCYIIECTBUTh yTEUKY, U3MEHHTh, OJIOKMPOBATh, YHHUYTOXHUTbH
MHGOPMALIMIO WM YHHYTOKHTh M MOAMGHUIKPOBATH NPOrpaMMHOE obecreueHue
MH(OPMAIIMOHHON CHCTEMBI TIEPCOHANIBHBIX JIaHHBIX U (MJIM) OJIOKMpOBAThH armnapar-
HbIE CpeJICTBA.

IMporpaMmMHoe (NMporpaMMHO-MaTeMaTHYeCKOe) BO3JelHCcTBHE — HECaHK-
LIMOHMPOBAHHOE BO3JIEHCTBUE Ha Pecypchl aBTOMATH3UPOBAHHON MH(OPMAaLMOHHON
CUCTEMBI, OCYIIECTBIIIEMOE C UCTIOJIB30BAHUEM BPEIOHOCHBIX MPOTPAMM.

PackpbITHE NMEPCOHAJIBHBIX JaHHBIX — YMBILIJIEHHOE WM ClydaiiHoe Hapy-
1eHre KOH(DUISHIIMATIbHOCTH NEPCOHANIBHBIX JIaHHBIX.

PacnpocrpaHeHHe MepPCOHATbHBIX NaHHBIX — JIEWCTBHUs, HallpaBIEHHbIC Ha
nepeaady MEPCOHANBHBIX TaHHBIX OINpeeleHHOMY Kpyry JiMil (meperaya nepco-
HaJIbHBIX JAHHBIX) WM HAa O3HAKOMJICHHWE C NEPCOHAIBHBIMU JaHHBIMH HEOrDaHu-
YeHHOIr0 Kpyra JIMll, B TOM 4Kciie 0OHapOJ0BaHUE MEPCOHANIbHBIX JaHHBIX B CPEICT-
Bax MacCcoBOM uH(bOpMaLINH, pa3MelleHue B UH(OPMaLOHHO-
TEJIEKOMMYHHKAI[HOHHBIX CETAX WM MpeloCTaBlIeHHe J0CTyna K MNepCOHAIbHBIM

JaHHBIM KaKHUM-JINOO HHBIM CITOCOOOM.



Pecypc mndpopManHoHHOH CHCTEMbI — MMEHOBAHHbBIH 3JIEMEHT CHUCTEMHOTO,
NMPUKIAZHOTO WM annapaTHOro obecreveHus (yHKIMOHUPOBAHUS uHpOopMaLMOH-
HOM CHUCTEMBI.

CneuuanbHble KATEropHH MEePCOHAJbLHBIX JAHHBIX — MEPCOHANbHBIE NaH-
Hble, KACAIOLIUECs PacoBOM, HAIMOHAILHON NPUHA/ICKHOCTH, NOJUTHICCKUX B3I~
JI0B, PEIUTHO3HBIX UM GUI0COPCKUX yOexKIeHH T, COCTOSHUS 300POBbs i HHTUMHOK
KM3HU CyOBEKTa MePCOHANIBHBIX JaHHBIX.

CpencTBa BBIYMCIUTEIBHON TEXHHMKH — COBOKYITHOCTH IMPOrpaMMHbIX U
TeXHUYECKMX DJIEMEHTOB CHCTeM 00pabOTKH JIAHHBIX, CIOCOOHBIX (YHKIIHOHHPO-
BaTh CAMOCTOSITEJIbHO UJIU B COCTABE IPYTUX CUCTEM.

Cy6beKT gocTyna (cyobekT) — JIMLO MM MPOLECC, ICHCTBHs KOTOPOro per-
JAaMEHTUPYIOTCSl paBWJIaMHU pa3rpaHUuCHUsl JOCTyTIa.

TexHu4yecKHil KaHAJ yTedkH MH(OPMAILHH — COBOKYITHOCTE HOCHUTEJIsI HH-
(opmariu (cpencTBa 00pabOTKH), (PU3NYECKOH CPeibl PACIPOCTPAHCHHUS nHpopma-
TMBHOT'O CUTHAJIa M CPEJICTB, KOTOPHIMU JOOBIBAETCS 3alllMIIaeMast uHbopMaLUsl.

TpancrpanuyHasi nepeiaya MepPCOHAJbHBIX JAaHHBIX — Mepenada mnepeo-
HaJIBHBIX JAHHBIX OrepaTopoM uepes I'ocyaapCTBEHHYIO TpaHHILy Poccuiickoit De-
Jlepali OpraHy BIAcTH MHOCTPAHHOTO roCy/apcTBa, (HpU3HUECKOMY WIIM fopuanHe-
CKOMY JIMIly MIHOCTPaHHOI'O rocyAapcTna.

Yrpos3bl 6e30NnacHOCTH NEePCOHATBHBIX JAHHBIX — COBOKYITHOCTD YCIJIOBUM U
(paKTOpPOB, CO3/IAIOLIMX ONACHOCTh HECAHKIIMOHUPOBAHHOT'0, B TOM YHCIIC CITy4ailHO-
ro, JOCTyMa K MePCOHAILHBIM JaHHBIM, PE3yJIbTaTOM KOTOPOro MOXKET CTaTh YHUY-
TOXXeHUe, U3MeHeHHe, OJIOKHPOBaHKE, KOIMMPOBAHUE, PACIIPOCTPIHCHUE NTEPCOHAITH-
HBIX JIAHHBIX, & TAKKE UHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUH MPH UX 00paboTKe B
HH()OPMAIIMOHHOM CHCTEME ITEPCOHANIBHBIX JAHHBIX.

VHUYTOKEHHE NEPCOHATBHBIX JAHHBIX — JICUCTBUS, B PE3YJIbTAaTe KOTOPbIX
HEBO3MOKHO BOCCTAHOBHTH COZIEPYKAHMe TIEPCOHATBHBIX JAHHBIX B MH(OPMALMOH-
HOW CUCTEME IMEPCOHANIBHBIX JAHHBIX WM B PE3yJIbTaTe KOTOPbIX YHUYTOXKAROTCH

MaTepHaibHbIE HOCHUTCJIN NepCOHAJIbHBIX JaHHBIX.



Yreuka (3amminaeMoii) uupopmanuy Mo TeXHHYECKHMM KaHaJaM — He-
KOHTPOJIPYEMOe PacrpoCcTpaHeHre MHPOPMALME OT HOCHTENS 3allUIIAeMOoi HH-
dopmarmu yepes GU3NUECKyIO cpely A0 TEXHUYECKOTO CPEACTBa, OCYECTBIISIOMIC-
ro nepexsaT uH(poOpMauu.

YupekaeHue — yUpeKIeHUs 37paBOOXpaHeH s, COLMAbHON cepbl, Tpyaa U
3aHSTOCTH.

Ys3BUMOCTD — €1a00CTh B CPEJCTBAX 3aLIUTHI, KOTOPYHO MOXXHO HCIOJb30-
BaTh JJIsl HAPYILIEHHs CUCTEMBI WJTH CoJiepykallielics B Hell uH(opMaly.

Iesi0cTHOCTL MH(OPMALIMHU — CIIOCOOHOCTH CPEJICTBA BBIMUCIIUTE/ILHON TeX-
HUKHM WJIM aBTOMATH3MPOBAHHOM CHCTEMBI 0OeCIieYnBaTh HEM3MEHHOCTh MH(bOpMa-

LMK B YCTIOBUSIX CITYYAHHOrO W/WJIA MPEIHAMEPEHHOTO HCKaXKEHUS (pa3pyIeHHs]).



OBO3HAYEHUS U COKPALLLEHU A

ABC — aHTUBUpYCHBIE CPECTBA

APM —aBTOMaTH3UpPOBaHHOE paboyee MeCTO

BTCC — BcriomoraresibHble TEXHUYECKUE CPEJICTBA U CUCTEMBbI
WCTI]IH — uHpopMaliMOHHAs cUCTeMa MEPCOHANBHBIX JaHHbBIX
K3 — koHTponupyemasi 30Ha

JIBC — nokasibHasi BBIYMCIIATENIbHAS CETh

M’ — MexceTeBoi 3KpaH

HCJ] — HecaHKIIMOHUPOBAHHBIH JIOCTYII

OC — onepanoHHas cucrema

[1/IH — nepcoHasbHbIE JaHHbIE

[IMB — nporpamMmMHO-MaTeMaTHYECKOE BO3IEUCTBHUE

[10 — nporpammHoe obecrieyeHue

ITOMUH — nob6o4HbIE 2JIEKTPOMArHUTHEIE H3ITy4YeHHsI 1 HABOJAKH
CA3 — cucTteMa aHaiy3a 3alIHIIEHHOCTH

C3U — cpenctBa 3aluThl HHGOPMALMK

C3I1/11 — cucTeMa (moacucTeMa) 3alUThl IEPCOHANBHBIX 1aHHBIX
COB - cuctemMa 00HapyKEeHUSI BTOPKEHUN

TKY U — TexHryecKue KaHaslbl yTeUKH MHPOpMaLHH

VYBII/IH — yrpo3sl 0e3011aCHOCTH IIEPCOHATbHBIX IaHHBIX



BBEAEHUE

Hacrosimas ITonuTtnka uHGOpMaNMOHHOM Ge30MacCHOCTH YupexIeHus (nanee
— TTonutuka) OI'BY3 «Bparckas meTckas ropojckas 6onsHuna» (anee - Yupexnie-
HUs1) ABJISIETCS OPUIMATIBHBIM IOKYMEHTOM.

[Tonutrka paspaboraHa B COOTBETCTBUU C LENAMM, 3aJa4aMi U "PUHIUIIAMH
obecreyeHus: 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX M3JI0KEHHbIX B KOHLENIHY HH-
dopmarmonHoit 6e3onacunoctu UCIT Yupexnenus.

[Tonutuka paspaboTaHa B COOTBETCTBUM ¢ TpeboBaHMsMU DenepaiibHOro 3a-
koHa oT 27 urons 2006 r. Ne 152-®3 «O nepcoHanbHbIX JAHHBIX» W MOCTAHOBJIEHUS
I[TpaButensctBa Poccuiickoit ®eneparuu ot 11 HostOpst 2007 1. Ne 781 «O6 yTBep-
xaennu [Tomoxxenus o6 obecreyeHUM O€30MaCHOCTH MEPCOHANIBHBIX JIaHHBIX NIPU UX
00paboTke B MH(DOPMAITMOHHBIX CUCTEMAX NEPCOHATIBHBIX JaHHBIX», HA OCHOBAHUU:

- «Pexomengauuii 1o obecrnedeHHIO O0€30MAaCHOCTH IEPCOHANTBHBIX JTaHHBIX
npu ux o0paboTKe B MH(POPMALIMOHHBIX CUCTEMaX MEPCOHANBHBIX NAHHSIX», YTBEP-
keHHbIX 3amectuteneM aupekropa ®CTIK Pocecun ot 15.02.2008 1.,

- «TUnoBbIX TpeOGOBaHUI MO OpraHu3alui U obecrneyeHnto (GyHKIHOHHPOBA-
HMsl IIKU(PPOBATBHBIX (KpUNITOrpauuecKuX) Cpe/ICTB, MpeHa3HauYCHHBIX JJIS 3alIUThI
“H(OPMAIMH, He cofepKallel CBEJIEHUH, COCTABIAIONIMX FOCYapCTBEHHYIO TaiHY
B ClIy4dae U3 MCIOJBb30BaHMs ISl oOecreueHus 0e30MacHOCTH NMePCOHATBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANBHBIX NaHHBIX», YTBEP-
KIeHHBIX pykoBojcTBoM Llentpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B IMonutuke onpenenensl tpebosanus k nepconany MCII/IH, cTteneHb OTBET-
CTBEHHOCTH I€PCOHaa, CTPYKTypa U HEOOXOAUMBIM ypOBEHb 3alIMUIEEHOCTH, CTa-
TyC ¥ JIOJDKHOCTHBIE OOS3aHHOCTH COTPYIHHKOB, OTBETCTBEHHBIX 3a obecrieyeHue

6e3onacHocTy nepcoHanbHbIX AaHHbIX B UCITIH YupexaeHus.



1 O0mume nmoJioKeHus

enbto Hacrosuieli [TonuTuky sBseTcs obecreueHne 6e30MacHOCTH 00BEKTOB
3aLUThl YUPEeXJAeHUS OT BCeX BUJOB YIpO3, BHEIIHUX U BHYTPEHHUX, YMBILIICHHBIX
¥ HempeJHaMEPEHHBIX, MUHUMHK3alMs yuiepba OT BO3MOXHOW pealu3allu yrpos
6e3onacHoctu [11u (YBII1/IH).

be30nacHOCTh MEPCOHATBHBIX JAHHBIX JOCTHIaeTcs MyTeM HCKIKOYEHHUs He-
CaHKIHOHUPOBAHHOTO, B TOM YHCJIE€ CIy4aiiHOr0, TOCTYIa K IEPCOHAIbHBIM TaHHbIM,
pe3yIbTaTOM KOTOPOrO MOXKET CTAaTh YHHYTOXKEHHE, M3MEeHeHHe, OJI0OKHpOBaHHe, KO-
MUpOBaHKWE, PACIPOCTPAHEHHE MEePCOHABHBIX JaHHBIX, @ TAKXKE HMHBIX HECAHKLHO-
HUAPOBAHHbBIX IEHUCTBUH.

Mudopmalus 1 CBSI3aHHbIE C Hell pecypchl IOMKHBI ObITH JIOCTYIHBI [JIsl aBTO-
PH30BAaHHBIX TMoONb30BaTeneil. JIOJKHO OCYIIEeCTBISTECS CBOEBPEMEHHOE OOHapyKe-
Hue u pearupoBanue Ha Y bBII/IH.

JIOMKHO OCYLIECTBIATBLCS TPEJOTBPAICHHe MPEIHAMEPEHHBIX WM Cilydai-
HbIX, YACTHYHBIX WM TOJNHBIX HECAHKIMOHUPOBAHHBIX MOAM(DHUKALNK UIU YHHUUTO-
JKEHUS JaHHBIX.

CocTaB 00BEKTOB 3alIUThI NpejcTaBieH B [lepeune mepcoHaibHbIX NaHHBIX,
MOJJIeXKallUX 3alIUTE.

Cocras MCI1/Ia nomnexaiux 3amiure, npeacraBied B OTuete o pe3ysbraTax
MpoBeIeHUs] BHYTPEHHEN IIPOBEPKH.

Ara [loauTHka MHPOPMALMOHHON (e30macHOCTH Oblia yTBEpXKAEHa PYKOBO-
nureneM Yupexnenus Anapeesoit [.B. n BBezneHa B feficTeue npukasom No

oT

Tpe6Gosanus Hactosiiieil [ToTUTUKKM paclpOCTPaHSIIOTCS Ha BCEX COTPYAHHUKOB
YupesxieHns (ITaTHBIX, BDEMEHHbBIX, paboTaIOMMX 110 KOHTPAKTY H T.II.), @ TaKxke
BCeX MPOYMX JIUL (TOAPSITUUKH, Ay AUTOPBI U T.I1.).

2.CucreMa 3alIUThHI NIEPCOHATbHBIX JAHHBIX
Cucrema 3alUThl epcoHanbHbix qaHHbIX (C3I1[H), ctponTcs HA OCHOBAaHUH!
- OTueTa 0 pe3yJbraTax MpOoBeJeHUs] BHYTPEHHEN NPOBEPKH;

= HepeqHﬂ NepCOHAJIBbHBIX NaHHBIX, [oaJieKamux 3aliuTe;



- AxTa Kjnaccudpukanuyu HTHPOPMALMOHHON CUCTEMBI IEPCOHATIbHBIX JTAHHBIX;

- Mopenu yrpo3 6e30rmacHOCTH MEepCOHAIbHBIX JaHHBIX;

- [TonoxeHuss 0 pa3rpaHHYEHHH TPaB JIOCTYNa K 00pabaThiBaeMbIM MeEpPCOo-
HaJIbHBIM JIaHHBIM;

- PykoBopsiiux nokymentoB ®CTIOK u ®Cb Poccun.

Ha ocHoBaHMM 3THX ,Z[OKyMeHTOB onpejensieTcsi HeOOXOAUMbINA ypPOBEHb 3a-
mmiensocty /1 kaxnoit UCITJIn Yupexnenus. Ha ocHoBaHuM aHain3a aKkTyasb-
HBIX yrpo3 6e3onacHoctu [1/{H onucanHoro B Moaenu yrpo3 u Ortyera o pe3yibTa-
Tax MPOBEeJEeHHUS] BHyTPEHHEH MPOBEPKH, JeNaeTcsl 3aKIIoueHUEe O HEOOXOAUMOCTH
MCIOJIB30BaHMs TEXHUYECKUX CPENCTB U OPraHU3aIl[HOHHBIX MEPOIIPUSATHIA Ui obec-
nedyeHust 6ezonacHocTH [1/]H. BeiOpanHbie HEOOXOAUMBIE MEPOIIPUSATHS OTPaXKAKOTC
B [Inane meponpusaTuii no obecrnevyeHuro 3amutsl [1J1H.

Jns xaxxnoit UCITJIH nomkeH ObITh COCTaBJIEH CIIUCOK HCIIOJIB3YEMBIX TEXHHU-
4eCKMX CPEICTB 3all[MThl, @ TAaK )K€ MPOrPaMMHOr0o oOecrnevyeHus y4acTBYIOILIErO B
obpaborke I'1/]H, Ha Bcex anemenTax MCIT/IH:

- APM nonb3oBarenei;

- CepBepa MpUIIoKEHNH;

- CYB/I;

- I'panuna JIBC;

- Kananos nepenaun B ceTd OOMLIEro MOJb30BaHUS M (MIJIK) MEXIYyHApOIHOIO
obMmeHa, eciii o HUM nepexnatorcs [1/1H.

B 3aBucumoctu ot ypoBHs 3amuineHHocTd VCIIIH ¥ axTyajabHBIX yrpos,
C3I1JIx MoxeT BKJIOYATh CleAyol1Me TEXHUYECKHE CpeICTBRa!

- aHTUBHUPYCHBIE CPEJICTBA ISl pabounX CTAHLHUH MOJIb30BATENIEN U CEPBEPOB;

- CpeACcTBa MEXCETEBOr0 SKPAaHUPOBAHMS,

- cpelcTBa KpunTorpaduydeckoil 3amuThl HHGOPMALUK, NPU Mepeaaye 3aliu-
1aeMoi uHpopMaIuu Mo KaHajlaM CBSI3H.

Tak e B CIIMCOK JIOJKHBI ObITH BKJIFOUEHBI (PYHKIMH 3alUTHI, obecreyrBae-

Mble IUTATHBIMU cpeicTBamMu obpabortku [1/IH omepaunoHHbiMM cucTemamu (OC),



npukiaagasiM [10 ¥ cnenuanbHBIMM KOMIUIEKCAMH, Pealu3yOIUMU CPEeICTBA 3allt-
Thl. CIMCOK QYHKIMHI 3alIAThl MOXET BKJIHOYATh!

- ynpaBlleHHe M pa3rpaHiyeHue JoCTyIa Moab30BaTeNei;

- PErHCTPaLMIO U yUeT NeHCTBUi ¢ nH(OopMarue;

- obecrniedyeHue 1eJJOCTHOCTH JIaHHBIX;

- IpOU3BeIeHHe O0HAPY)KEHHSI BTOPXKEHUH.

CIMCOK MCIONB3YEMbIX TEXHHUECKHMX CpelcTB oTpaxaercss B Ilmane mepo-
MPUSATUHA 10 00€CTIEYeHHIO 3alLUThI NIEPCOHANIBHBIX JaHHBIX. CrucoK MCMnojb3yeMbIX
CpeNCTB NOJDKEH MOJJEPKUBATBCS B aKTyalbHOM COCTOSHUH. [.puU W3MEHEHHH CO-
cTaBa TeXHUYeCKUX cpeicTB 3ammtel Win semeHtoB MCII/IH, cooTBeTCTBYyIOIME
M3MEHEHHs IOJDKHBI ObITh BHeceHbl B CIMCOK M yTBEPIKAEHBI PyKOBOAMTEIEM Y-

PEXACHHUS UITH JINLOM, OTBETCTBEHHBIM 34 oOecrieueHue 3alIUThI I—U_—[H



2 Tpe6oranus k noacucremam C3I/1An

C3I1/1n BKiIOYaeT B ceOs cllelyIOLIHe ITOACUCTEMBI:

yIIpaBJ€HHUSA JOCTYNIOM, PETUCTPALIMU U YUCTA,

obecrieueHust LIEJIOCTHOCTH U JOCTYITHOCTH;

AHTUBUPYCHOM 3aILUTHI;

MEXCETEBOT'O SKpaHUPOBAHUSL

aHaJIn3a 3alllMIIIEHHOCTH

oOHapy XeHUs! BTOPIKEHUH;

KpUINTOrpaUuecKoi 3alUThL.

[Toxgcucrembl C3I1/IH uMerOT pa3iu4HBIA (YHKLHOHAN B 3aBUCHMOCTH OT
knacca UCII/IH, onpeneneHHoro B AKTe KiacCH(pUKaLUK HHPOPMALMOHHON CUCTe-
MBI TepCOHANBHBIX AaHHbX. Crimcok cooTBetcTBUs (yHKUMH nmoxcucrem C3I1/IH

KJIaCCy 3alllUIEHHOCTH npescTaBieH B [Ipunoxenun.

2.1 IoacucTeMbl yNpaBJ/ieHUs JOCTYINIOM, PErHCTPALIHH H y4eTa

[Toxcuctema ympaBieHHs AOCTYIIOM, PErMCTpalMyd W yuyeTa IpeJHa3sHadeHa
IUIsl pealii3aliui CIeAYIOUX QyHKIUNA:

- naeHTU(UKALIMK U NTPOBEpKa TMOUIMHHOCTU CYOBEKTOB JAOCTYyINa IMPH BXOE B
NCTI/IH;

- ueHTUGUKAIMM TePMUHAJIOB, y3JI0B CETH, KaHaJOB CBS3H, BHELIHHX YyCT-
pPOMCTB MO JIOTHYECKUM HMEHaM,

- UICHTU(UKALMHU TIPOTPAMM, TOMOB, KaTajoros, (aiuios, 3aIrMce, noJjeu 3a-
rnucel Mo UMeHaMm;

- perucTpalyu Bxoja (BbIX0Ja) CyOBEKTOB JIOCTyNa B CUCTEMY (13 cUcTeMBI),
nMGO perucTpanus 3arpy3ki ¥ MHULHMANU3aLUK ONepallAOHHON CUCTEMBI U €€ 0CTa-
HOBA.

- PerucTpaluy MOMbITOK JA0CTYyIa MPOrpaMMHBIX CPEICTB (MporpaMm, npouec-
COB, 3aJia4, 3aJlaHuil) K 3aluiiaeMbIM (ainam;

- PETUCTPALMHK TOMbITOK JOCTYyINa MPOrpaMMHBIX CPEACTB K TEpMHHAIAM, Ka-

HaJaM CBS3M, IpOrpamMMam, ToMaM, Karajaoram, (haisiam, 3armicsm, oM 3arucen.



[TogcucTeMa yrpaBieHHs] HOCTYIIOM MOXKET ObITh pealn3oBaHa C IMOMOILBIO
IITAaTHBIX cpencTB obpaborku 1[0 (omeparpoHHbix cucteM, npuioxenuil © CYbJ).
Tax >xe MOXeT OBITH BHEIPEHO CIEUATbHOE TEXHUYECKOE CPEICTBO MJIU MX KOM-
TJIEKC OCYUIECTBIISIOLIME JOTIONHUTEIbHBIE MEPhl 110 ayTEHTU(MHUKALMA U KOHTPOJIIO.
Hanpumep, npuMeHeHHe eMHBIX XPAHWIUIL YUETHBIX 3alicell moyib3oBarese u pe-
TUCTPAlMOHHONW MH(OpPMAIMK, UCIONb30BaHNe OMOMETPUUECKUX U TEXHUYECKHX (C

IMOMOIIBIO BJICKTPOHHBIX HpOHyCKOB) MEpP aYTeHTI/Idr')I/IKaI_II/II/I H OApPpyTux.

2.2 lloacucrema obecneyeHUs LEJJOCTHOCTH H JOCTYITHOCTH

[logcucrema obGecriedeHusl 1EIOCTHOCTH M JOCTYITHOCTH IpeAHa3Ha4YeHa s
obecrieueHusi 1EJIOCTHOCTU W goctynHoctu [IJlH, mporpaMMHBIX M anmapaTHBIX
cpeacts UCIT/IH Yupexnenusi, a Tak *e CpeACTB 3alLUTHI, IIPU CIyYaWHOW MIIM Ha-
MepeHHOH MOoIU(UKALIHH.

IMoncucrema peanuzyercsi ¢ TOMOILBIO OPraHU3alMy pe3ePBHOIO KOIMMPOBAHHUS
0oOpabarbiBaeMbIX JaHHBIX, @ TaK € pPe3epPBUPOBAHUEM KIIHOYEBBIX JJIEMEHTOB

WCTI/Tx.

2.3 lloacucreMa aHTHUBHPYCHOH 3aLHTHI

[Toxgcucrema aHTHBUPYCHOMW 3alllUThI MpeqHa3HaYeHa Ui o0ecrevyeHus: aHTH-
BUpPYCHO# 3anuThl cepBepoB 1 APM nonps3osarenein UCIT/IH YupexaeHus.

CpencTBa aHTUBHUPYCHOM 3alllMThl NMpeAHA3HA4YEHbl IS peaiu3alnuu CJIe1yro-
mUX GYHKLMHI:

- p€3UJICHTHBIN aHTUBUPYCHBII MOHUTOPUHT,

- aHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUNT-0JIOKUPOBAHUE;

- LIEHTPAIM30BaHHYIO/yIaIEHHYIO YCTaHOBKY/IEUHCTAIISLUIO aHTUBUPYCHOTO
MpOAYKTa, HACTPOUKY, aJ[MUHUCTPUPOBAHHE, IPOCMOTP OTYETOB M CTAaTUCTHYECKOH
uH(popMaLuKu 1o paboTe MPOayKTa;

- aBTOMaTH3UPOBaHHOE OOHOBJIEHHE aHTUBUPYCHBIX 0a3;

- OrpaHUYeHHUe TPaB MMOJIb30BaTeNsl HAa OCTAHOBKY HCIIOJHSEMbIX 3ajad M H3-

MEHEHUS HACTPOEK aHTUBUPYCHOTO MPOTrpaMMHOI0O O6GCHC‘{GHI/I${;



- aBTOMAaTUYECKUH 3aMyCcK cpasy Mociie 3arpy3Ku onepauuodHOW CUCTEMBI.
[Toncuctema peanu3yeTcsi MyTeM BHEAPEHHS CIEIUATIbHOrO aHTUBUPYCHOIO

nporpammHoro obecredenus Ha Bce snemeHTs MCIT/IH.

2.4 Tloacucrema MekceTeBOro SIKpaHHPOBAHHA

[TogcucreMa MeXCeTeBOTO SKpaHUPOBAHMS IpeIHAa3Ha4YeHa [Jis peanu3aluy
clelyroux GyHKINN:

- bunbTpaLMK OTKPBITOro ¥ 3ammudpoBaHHoro (3akpbiroro) IP-rpaduka;

- ¢UKcalMKi BO BHYTPEHHMX JKypHaJlax MH(OPMALKMHU O MPOXOISALIEM OTKPbI-
TOM U 3aKkpbiToM [P-Tpaduke;

- uAeHTU(DUKAUY U ayTeHTU(UKALIUIO aJMUHUACTPATOPa MEKCETEBOTO 3KpaHa
MpPH €ro JIOKaJbHBIX 3apocax Ha NOCTYIL;

- perucTpanuu BXoja (BbIX0/a) aAMUHHCTPATOpa MEXKCETEBOr0 dKpaHa B CHUC-
TeMy (M3 CUCTeMBbI) TUOO 3arpy3KM U MHULHAAIM3ALUU CUCTEMBI U €€ NMPOrpaMMHOI0
OCTaHOBA;

- KOHTPOJIsI LEJIOCTHOCTH CBOE# MporpaMMHON 1 HH(MOPMALIMOHHOM YacTH;

- (UIBTPAIMHU MTAKETOB CIIY)KEOHBIX MTPOTOKOJIOB, CIYXAIIUX JIJIs THArHOCTHKU
1 YTIpaBlIeHUs] pabOTON CETEBBIX YCTPOUCTB;

- (GUIBTPAllUM C YYETOM BXOJHOTO U BBIXOJHOTO CETEBOro MHTepdeiica Kak
CPEJICTBO MPOBEPKHU MOIJIMHHOCTH CETEBBIX a/IPECOB;

- PETUCTPALIMU U y4eTa 3alpalliBaeMbIX CEPBUCOB MPUKJIIAIHOTO YPOBHS,

- GJIOKMPOBAHUS JIOCTYNa HEWJAEHTU(GUIIMPOBAHHOTO OOBEKTa UIHM CyObeKTa,
MOAJMHHOCTH KOTOPOTO MPH ayTeHTU()UKALIMK He TIOATBEPUIIach, METOAAMHU, YCTOH-
YUBBIMM K [1€pEXBarTy;

- KOHTPOJISl 332 CETEBOM aKTUBHOCTHIO MPHUIOKEHUH M OOHapy)eHHs CeTeBBIX
aTax.

[Toxacucrema peasinzyeTcsi BHEPEHUEM POrpaMMHO-aIapaTHbIX KOMILJIEKCOB

MEeKCEeTeBOro SKpanupoBanus Ha rpanuie JICB, kiaccom He HUXKe 4.



2.5 lloacucrema aHAJHM3A 3aIUINEHHOCTH

[TojacucTema aHanu3a 3alIMIIEHHOCTH, JOJDKHA 00€CreunBaTh BhISIBICHHS ys3-
BHMOCTEHl, CBsI3aHHBIX ¢ ommbkamu B koHpurypauuu 110 UCII/IH, koTOpble MOTYT
OBLITh MCIIOJI30BAHbI HAPYIIIUTENEM [UIsl pealli3allii aTakKu Ha CUCTEMY.

DyHKLIHOHAJ MOJICHCTEMbl MOXKET ObITh peajn30BaH MPOTPaMMHBIMU M IPO-

rpaMMHO-anmapaTHbIMU CpeJICTBAMHU.

2.6 Tloacucrema oOHAPY KEHHS] BTOP/KEHHH

[Toncucrema oGHAPYKEHUST BTOP)KEHMH, TOKHA 00ecreunBarh BhIsIBICHHE Ce-
TeBbIX atak Ha ’eMeHTsl VCIT/IH nmoak/irovyeHHble K CEeTSIM OOLIEero Iojib30BaHus U
(MJTH) MEXTYHAPOJIHOTO OOMeHa.

DYHKIHOHAJ MMOACUCTEMBI MOXKET OBITH peanu30BaH MPOTPAMMHbLIMU U IIPO-

rpaMMHO-anmnapaTHbIMU CPeICTBaMHU.

2.7 oacucrema KpUNTOrpaHIECKOH 3aMHUThI

[Toncucrema Kpunrorpaduyeckoi 3alUThl NpeaHa3Ha4YeHa JJisi UCKIIIOYEHUS
HCJI x 3ammmaemoit nadopmaunu B UCIT/IH Yupexaenus, npu ee nepeaadu no xa-
HaJIaM CBSI3U ceTeil 001Iero 1ojs30BaHus ¥ (MIIM) MEXIYyHApOIHOIo 0OMeHa.

[Toncucrema peanusyeTcsi BHEIPEHHs KPHITOrpapuyecKux MpOrpaMMHO-

anrnapaTrHbIX KOMIIJIEKCOB.



3 Hoan3oBareau UCITIn

B Konueniuu nHGOpMalMOHHON 6€30MacHOCTH OMpe/ieeHbl OCHOBHBIE KaTe-
ropuy mnonb3oBateneil. Ha ocHOBaHMHM 3THX KaTeropud N0JDKHA OBITH MPOM3BEeHa
tunusauns noab3oBatene UCIIT/IH, onpenenen ux ypoBeHb NOCTyINa U BO3MOXKHO-
CTH.

B UCII/[dx YupexaeHus MOXHO BBIAEIUTH CIAEAyIOLIHMEe IPYIIIbI M0JIb30BaTe-
JIel, y4acTBYIOIIUX B 00paboTke U Xxpanenuu I1]/1H:

- Anmunuctparopa MCIT/1H;

- AnMuHUCTpaTropa 0€30NacHOCTH;

- Oneparopa APM;

- AIIMUHHUCTpATOpa CEeTH;

- TeXHHYECKOro CIeUaIucTa Mo 06CIyKMBaHHIO MepudepriHoro odbopyno-
BaHUS;

- IIporpammuct-pazpadborauk UCIT/IH.

JlaHHBIE O TPYMMAax M0Jb30BaTelsIX, yPOBHE UX JOCTyNa U WH()OPMHUPOBAHHO-
CTH JI0JDKEeH OBITh OTpaskeH B Ilonoyenue o pasrpaHHueHHH TIpaB JocTyna K 0bpada-

ThIBAa€MbIM NI€PCOHAJIbHBIM JaHHbBIM.

3.1 Aamunucrpatop UCII/In

Anmunuctpatop UCII[IH, coTpyaHHK YUpexkIeHus, OTBETCTBCHHBIH 3a Ha-
cTpoiiky, BHeApenue u conposoxaeHue VICTTu. OGecnieunBaer (GyHKIHOHUPOBA-
Hue noxacucteMbl yrnpasienust poctynom MCITIH ¥ yrnosHOMOYEH OCYIIECTBISATDH
[peOCTaBlIeHHe U pasrpaHUueHue J0CTyNa KOHEYHOro monb3osarens (OnepaTtopa
APM) K 371leMeHTaM XpaHsILIHAM ITepCOHaIbHbIE TAHHBIE.

Anmusnctparop UCIT/Ix o6nanaer clie/lyloliM ypOBHEM JIOCTyTa 1 3HaHUH:

- o6J1aaeT noyHoM uH(popMaIeil 0 CHCTEMHOM M MPHUKIIASHOM IIPOrpaMMHOM
obecneuenuun UCITH;

- obnajaet nosHoi HH(pOpMaILHell 0 TEXHHIECKHX CPEICTBAX U KOH(MHUIypaLUHy
NCITOH;

- IMeeT JOCTYI KO BCeM TeXHMYECKHM CPEACTBaM 00pabOTKH WH(pOpMALUK 1

nanaeiM MCTT/H;



- obnajaer mpaBamMu KOH(GUIYPUPOBaHHS M aJMHHHCTPATHBHOM HAaCTPOWKHU

texuudyeckux cpenacts UCIT/IH.

3.2 AaMuHHCTpaTOp 0€30NaCHOCTH

AZIMUHHCTpATOp GE30MaCHOCTH, COTPYIHUK YUPEKIEHUs, OTBETCTBEHHBIN 3a
¢dyuxuonuposanne C3I1)[H, BkItO4asi 0OCIy)KMBaHHWE W HACTPOMKY aAMHHUCTpA-
TUBHOM, CEpBEPHON U KIIMEHTCKOW KOMITIOHEHT.

AaMUHHMCTpaTOp Oe30MacHOCTH 00JajaeT CIeAyIOIMM YPOBHEM JIOCTyNa U
3HAHUU:

- obnanaer nmpaBamu Aamunuctparopa UCITIH;

- obnanaer nonHo nHpopmanuen 06 MCIT/IH;

- UMEET JIOCTYI K CPeJCTBaM 3alUThl UH(OPMALMU U NPOTOKOIMPOBAHUS U K
yacTu KiroueBbIX nemenToB UCI1/IH;

- HE UMeEET IpaB JIOCTYIa K KOH(QUTypHUPOBAHHIO TEXHUYECKUX CPEJICTB CETH 3a
MCKJIIOUEHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AIIMUHHUCTpATOp 0€30MaCHOCTH YIOJIHOMOYEH:

- peajM30BbIBaTh MOJUTUKH OE30MaCHOCTH B YAaCTH HACTPOWKH CK3U, mexce-
TEBBIX PKPAHOB M CUCTEM OOHApy’)KEeHHUs aTak, B COOTBETCTBUU C KOTOPBIMHU I10JIL30-
Batenb (Onepatop APM) nonydaer BosmMoxHocTh paboTaTs ¢ snementamu MCIT/IH;

- OCYILECTBIISATh ayAUT CPEICTB 3allHTHI;

- yCTaHABJIMBATh JIOBEPUTEbHbIE OTHOIIEHHS CBOEH 3alLMILEHHON CeTH C ce-

TSAMHU APYTUX YUPEKACHUH.

3.3 Onepatop APM

Onepatop APM, coTpyaHUK YupexieHHs, OCYILIeCTBISIOIMA 00paboTKy
[1/ln. O6pabotka I1JIn BKIOYAaET: BO3MOXHOCTH mpocmotpa [1/IH, py4HO# BBOZ
1/l B cucremy UCIT[IH, ¢opMupoBaHHe CIPaBOK M OTYETOB MO WH(OPMALIUH, TO-
nyyernoi u3 MCIT/l. Oneparop He UMeeT MOJHOMOYMA JJisl YIIPABICHHs MOJCUCTE-
mamu 00paboTku nanubix ¥ C3I1/IH.

Onepatop UCIT/In o6namaer cielyrolnM YPOBHEM JOCTYIIA U 3HAHHN:



- 067aaeT BCeMH HeOOXOAMMBIMH aTpubyTaMu (HampuMep, naposem), obec-
[e4YMBAIOIIUMH JOCTYI K HEKOTOpoMy noaMHoxkecTBy [1/1H;

- pacnoJjiaracTt KOH(i)I/IIIeHLlI/Ia.HbeIMI/I JaHHBIMU, K KOTOPBIN. UMEET NOCTYII.

3.4 AAMHUHHCTPATOP CETH

AZIMHHHCTPATOp CETH, COTPYHUK YUpeXKACHUs, OTBETCTBEHHBIN 32 (PYHKIINO-
HUpOBaHKHe TeleKoMMyHuKaioHHoi noacuctemel MCIIJIH. AIMHUHHCTPATOp CETH
He WMeeT MOJIHOMOYHIA UIsl yIIpaBlIeHUs MojIcucTeMaMi 00paboTKK NaHHbIX U 0e30-
MacHOCTH.

AIMMHHCTPATOp CeTH 06NaaeT cieIyolUM YPOBHEM JIOCTy A ¥ 2HaHHH:

- obnazaer 4acTeio HHMGOPMAIMK O CUCTEMHOM H MPUKIIAIHOM IIPOrpaMMHOM
obecrneuennu UCI1/IH;

- obnazaeT 4acTbio MHGOPMALMK O TEXHUYECKHX CPeJICTBAX M KOH(UrypaLuu
NCITdH;

- uMeeT DU3MUECKHUIT IOCTYN K TEXHHYECKHM CpeicTBaM o0paboTKu MH(OP-
MAaliU U CPEICTBaM 3allUTHI;

- 3HAET, Mo MEHbIlIEen Mepe, OHO JIerajlbHOC UMsI JocTyIa.

3.5 TexHHYECKHIi ClIeNHATIHCT M0 00CTyKHBaAHHIO nepudepuiHoro
obopyaoBaHHUsA

TexHUUECKHil CrEelUaNicT 10 OOCIYXKHBAHUIO, COTPYAHUK YHUpPEKAEHHUS,
ocyllecTBiseT OOCIy)KHWBaHWE U HACTPOHKYy mnepudepuiHoro 000pya0BaHUs
VCTI/IH. TexHudyecKuil CreHUaIucT Mo 00CTy)KUBAHUIO HE MMEET JOCTyIa K [11H,
He MMeeT MOJHOMOYHIA ISl YIIpaBJIeHns TojicucTeMaMu 0OpabOTKH NaHHBIX U 6e30-
MacHOCTH.

TeXHUYECKHI CrIeIMaIUCT M0 00CTyKMBAaHHUIO 00J1aZiaeT ClelylolUM yPOBHEM
JIOCTYyIIa U 3HAHWUM:

- o0J1ajaeT 4acTbio l/IH(t)OpMaLl»I/II/I O CUCTEMHOM M IMPUKIAJHOM IPOrpaMMHOM

obecneuenun MCII/IH;



- 0051a1aeT 4acThio MH(GOPMALIMK O TEXHUYECKUX CPEICTBAaX U KOH(UIypaluu
UCTTdn;

- 3HAET, Mo MEHbILIEN Mepe, OHO JIEraJlIbHOE UMsI NOCTYIIA.

3.6 IIporpammuct-pazpaborunk UCIIIn

[TporpaMMHCTBI-pa3pabOTIYUKU (TIOCTABIIMKH) MPUKIAZHOIO MPOrPaMMHOTO
obecriedenus, obecreyrBarole ero CoMpoBOXKIeHHEe Ha 3aluiaeMom oobekre. K
JTAHHOM TpyTIIe MOTYT OTHOCUTBCSI KaK COTPY/IHUKU YUpPEeXAEeHUs, TaK U COTPYAHU-
KU CTOPOHHHUX OpraHu3aiui.

JIuuo 3TOM Kareropuu:
- obnamaer uHbopManuel 00 alropuTMax U mporpaMmax oopaboTku HH(OpP-

Mauuu Ha MUCIT/IH;

- ob6aiaeT BO3MOXKHOCTSIMH BHECEHHs! OLIMOOK, HeIeKIapMpOBaHHBIX BO3-
MOXKHOCTEH, MPOrpaMMHBIX 3aKJIa/JioK, BPEIOHOCHBIX IpPOrpamMM B MPOTrpaMMHOE
obecrnieuenue MCII1/In Ha ctaguu ee pa3pabOTKU, BHEAPEHUS U COTPOBOXKICHUS;

- MOXET pacrionararth JIOOBIME (parmMeHTaMu HHQOPMalWKU O TOMOJOTUH
WUCTIJIH u TexHuueckux cpeacTBax o6pabotku u 3amuThl I1/H, 0OpadaThiBaeMbIX B

HNCIT1/1H.



4 TpeboBanus K nepcoHasy 1o odecrnedennio samurobl [/{0

Bce corpymHukn Yupexknaenus, seistoinpecs nonbzosarensmu  WCITIH,
JIOJDKHBI YETKO 3HATh U CTPOTO BBINOJHATH YCTAHOBJICHHbIE MPABUIIA M 00SI3aHHOCTH
10 ZIOCTYIy K 3alIUIIaeMbIM OOBEKTAM U COOJIOICHHIO TIPUHATOrO pexuma desornac-
Hoctu [T]1H.

[Ipy BCTyIJIEHMH B JOJDKHOCTH HOBOTO COTPYAHMKA HEMOCPEACTBEHHBIN Ha-
yaNbHUK MOJpas3eeH s, B KOTOPOE OH MOCTYNaeT, 00sg3aH OpraHu30BaTh €ro O3Ha-
KOMJIEHHE C JIOJDKHOCTHOM WHCTPYKIMEH W HEOOXOOUMBIMH JOKyMEHTaMmH, peria-
MEHTUPYIOLIMMH TpeboBanust 1o 3amure [1/1H, a Takke o0yueHre HaBbIKaM BbINOJI-
HEHUsI TIPOLIeLYP, HEOOXOAMMBIX JUIsl CAHKIIMOHUpOBaHHOTO Mcrnonb3oBanus UCII/IH.

COTpyIHMK JOJDKEH OBITh O3HAKOMIIEH CO CBeIeHUsIMU HacTosIuel [Tomutrky,
NPUHATHIX Tpoteayp pabotsl ¢ anementamu MCITIn u C3IT1H.

CoTpyIHUKHA YUpex/JeHHus, UCIOJb3YIOIINe TEXHUYECKUEe CPeACTBa ayTEHTH-
(GuKaLuK, JODKHBI 00ECNeYnBaTh COXPAHHOCTh HMAEHTH(HUKATOPOB (IJIEKTPOHHBIX
kiroueit) u He nmomyckarh HCJI k HMM, a Tak ke BO3MOYKHOCTb UX YTEPH HIIH HCITOJIb-
30BaHUsl TPETbUMH suliamu. [lonb3oBareny HeCyT MEePCOHANIbHYIO OTBETCTBEHHOCTD
3a COXPaHHOCTh UJIEHTU(PUKATOPOB.

CorpynHuku YUpexaeHus! JOJKHBI CIIe0BaTh YCTAaHOBICHHBIM MpOLEaypam
noieprkanus pesxkuma GesonacHoctd [1JIH npu BeIOOpe M MCTIONB30BAHUH MapoyieH
(ec/H He UCTIONB3YIOTCS TEXHUIECKUE CPeICTBA ay TeHTU(DUKALIUHT).

CorpyaHuKy YupexJIeHus A0KHBI 00ecreunBaTh Ha/UIeXKAILYIO 3aIIUTy o0o-
pY/IOBaHMsl, OCTABISIEMOro 0e3 MPUCMOTPa, 0COOEHHO B TeX CydasX, KOrjia B nome-
lIeHHe UMEIOT JOCTYIT TOCTOPOHHKE NUlia. Bee Mosb30BaTeNny JIOJKHbI 3HaTh Tpebo-
BaHMs 10 Oe3onacHocTy I1J[H ¥ mporemypsl 3allUThl 00OPYAOBaHUSs, OCTABJICHHOTO
6e3 MPUCMOTPA, a TAKXKE CBOU 00S3aHHOCTH 110 00ECTIEYEHHIO TAKOH 3aLUTHI.

CoTpyaHuKaM 3ampelaercsl yCTaHaBlIWBaTh IOCTOPOHHEE MPOrpaMMHOE
obecriedeHue, TOAKIIOYATh JIMYHbIE MOOHUIbHBIE YCTPOMCTBA M FOCUTENN UH(OpMa-

[IMH, a TaK K€ 3arKrchbiBaTh HA HUX 3alllUIIaeMYO I/IH(l)OpMaHI/II-O.



CoTpyJHHKaM 3alpelnaercs pasriamarh 3alyuiaeMylo WH(GOpMaLuio, KOTo-
pas cTaa MM W3BeCTHa Mpu paboTe ¢ HHPOPMAIMOHHBIMU CUCTEMaMH Y YpEXKIACHNS,
TPETHUM JIMLIAM.

IIpu pa6ore ¢ I1Ju 8 UCIT/IH coTpyaHUKE YUpeskaeHHs o0sA3aHbl 00eCreunTh
OTCYTCTBHME BO3MOXKHOCTH mpocMotpa I[1/[H TpeThuMH JMnamMu ¢ MoHMTOpoB APM
WJIM TEPMUHAJIOB.

[pu 3aBepienun pabotsl ¢ MCII/IH coTpyaHuKH 00s3aHbl 3auTuTh APM
MJIA TepPMHUHAJIBI C MOMOIIBIO OJIOKMPOBKU KIIIOYOM WIJIM SKBHMBAJIEHTHOTO CPEACTBa
KOHTPOJIsI, HAIIpUMep, JOCTYIIOM 10 MapoJIt0, M He UCTIONB3YIOTCS Ooiee CHIIbHbIC
CpeJ/iCTBa 3alLUTHI.

Corpynuukyu Y4pexaeHHs JOJUKHBI ObITh MPOMH(OPMHUPOBaHbBI 00 yrposax
HapylieHus: pexuma Oe3zomacHocTd [IJI[H ¥ OTBETCTBEHHOCTH 3a €ro HapyLIeHHE.
OHM JOIDKHBI OBITH O3HAKOMIIEHBI ¢ YTBEPXKAEHHOH (OpManbHOM Mpoueaypor Ha-
JI0’KEHHST TUCLUUIUIMHAPHBIX B3BICKAHWW HAa COTPYIHHMKOB, KOTOPbIC HapyUIWIH TPH-
HSIThIE TIOJIMTUKY | Mpoleaypsl 6ezonacHoctu IT/IH.

CoTpyHHKH 00s3aHbl 6€3 MpoMeIeH!s coo01aTh 000 Beex HabJroIaeMbIx
WJIN TIOI03PUTENBHBIX citydasx pabotet ICIT/IH, MOryLIHX MOBJIEYb 38 CO00H yrpo3bl
6esonacuocTr T1/IH, a Tak¥kKe O BbISIBIEHHBIX UMHU COOBITHSIX, 3aTparuBaromux 6e30-
nacHocth I1JIH, pyKoBOJCTBY TMOJpa3felieHus U JIMIly, OTBeUarolleMy 3a HEMeIJICH-

HOe pearnpoBaHue Ha yrpo3sl 6eszonacnocty [1/1H.



5 JomxnocTHbIe 00si3annocTH noas3oBareaed UCITAn

JlomxHocTHBIE 00s3aHHOCTH Toab3oBatened MCII/IH onucaHel B CleyOLINX
JOKYMEHTaXx:

- Unctpykuus agmunuctpatopa UCIdH;

- Uncrpykuus agmuauctparopa 6e3onacioctu MCIT/IH;

- Unctpyxuus nonszosarens UCIIH;

= HHCTp}’KHI/ISI [I0JIb30BaTeEJIsl NP BOSHUKHOBEHWH BHCIITATHBIX CHTyaHHﬁ.



6 OTBercrBenHocTh corpyanukoB UCIIIn Yupexaenus

B cootBeTcTBHH cO cT. 24 ®enepanbHoro 3akoHa Poccuiickon ®@enepaunu OT
27 wrons 2006 r. Ne 152-®3 «O nepcoHalbHbIX JaHHBIX» JIMla, BAHOBHBIE B Hapy-
1eHuH TpeboBaHUi maHHOTO DenepansbHOro 3aKOHA, HECYT TPa)XAaHCKYIO, yroJioB-
HYI0, 8 IMHUHUCTPATHUBHYIO, JUCLUIUIMHAPHYIO U MHYIO IPElyCMOTPEHHYIO 3aKOHOa-
TeabcTBOM Poccuiickoit denepanuy OTBETCTBEHHOCTS.

JleiicTByIOIIEE 3aKOHOAATENLCTBO PM M03BONSET MPEAbABIATE TpeOOBAHUS 11O
obecriedeHnIo 6e30macHoil paboThl ¢ 3alyiaeMoil HHGopMalKuel U npeaycMaTpu-
BaeT OTBETCTBEHHOCTb 32 HAPYLIEHHWE yCTAHOBJIEHHBIX MpaBuIl dKcIutyaraun DBM u
CHCTEM, HEMPABOMEPHBIA MOCTYN K MH(POpMAlUU, €CINM OTH JNEWCTBHUS NPHUBENH K
YHUUYTOKEHHIO, OJOKHPOBaHUIO, MoguduKanuy MHGOPMALMK WK HapyLIEHUIO pa-
6oT1el DBM unu cereit (crareu 272,273 u 274 YK PO).

Anmunnctparop MCIT/IH 1 anMuHUCTpaTOp 0€30MacCHOCTH HECYT OTBETCTBEH-
HOCTb 3a BCE JeHCTBHs, COBEPILIEHHbIE OT HMEHU MX YUETHBIX 3aIlUCEN WM CUCTEM-
HBIX YYETHBIX 3alKcel, eclii He JI0Ka3aH (PaKkT HeCAaHKIHOHUPOBAHHOIO UCIOJIL30Ba-
HUSI YUETHBIX 3aIlUCeH.

[py HapylleHHsX coTpyaHMKamu YupexzaeHus — mnojbsosaresnein MCIITH
npaBuJI, CBA3aHHBIX ¢ Oe3omacHocThio I1/[H, OHU HEcyT OTBETCTBEHHOCTbH, YCTaHOB-
JIEHHYIO JEHCTBYIOLIUM 3aKOHOATEIbCTBOM Poccutiickoii denepanuu.

[IpuBeneHHble Bbille TPeOOBaHUS HOPMATHBHBIX JOKYMEHTOB IO 3allUTE MH-
(opMalHH JOIKHBI GbITh OTpaXeHbl B [T0I0XKEHUAX O MOAPa3/eNeHUs X Yupekie-
Hus, ocywectristomux oopadorky I1/ln B UCIT/IH 1 NOMKHOCTHBIX WHCTPYKIHAX
COTPYIHHUKOB Y UpPEKIECHMS.

Heo6xomumo BHecTU B [TosioyKeHHsI O TIOJpa3AeNieHUs X YUpexaeHus, ocyle-
cTBIsSIFOIUX 00paboTky [1/IH B HCH}IH cBeJleHUsI 00 OTBETCTBEHHOCTU UX PYKOBO-
JTesIell ¥ COTPYIHHMKOB 3a pa3riallleHHe ¥ HEeCAHKIIMOHMPOBAHHYIO MOJN(MUKALNIO
(uckaxenue, dpanscudukarmio) [1/1H, a Takxke 3a HEMPABOMEPHOE BMEIIATENBLCTBO B

MPOLIECCHl UX aBTOMATU3UPOBAHHOW 00pabOTKH.



7 CHCOK MCNO0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBEIMH HOPMATHBHO-TIPABOBBIMH YU METOAMYECKUMHU JOKYMEHTAMH, Ha
KOTOPBIX Oa3zupyeTcs HacTosiuiee IlonoxeHue sBISIOTCS:

| ®enepanpHbiii 3akon ot 27.07.2006 r. Ne 152-03 «O mnepcoHalbHBIX
naHHbIX» (nanee — @3 «O mepcoHaANbHBIX AaHHBIX»), YCTAHABJIMBAIOLIMNA OCHOBHbIE
MPUHLMIBL U ycinoBust oOpabotku [1/IH, mpaBa, 00A3aHHOCTH W OTBETCTBEHHOCTh
Yy4aCTHUKOB OTHOLICHHH, CBsI3aHHBIX ¢ 00padboTkoi IT/IH.

2 «ITonoxenue 06 obOecrieyeHUH O0€30MACHOCTU MEPCOHATBHBIX JAHHBIX IPH
uX obpaboTke B HWHPOPMALMOHHBIX CHCTEMAax IEPCOHANBHBIX  JaHHBIXY,
yrBepxkaeHHoe [Toctanosnenunem [pasurenscra PO or 17.11.2007 r. Ne 781.

3 «[lopsgox mpoBeneHus KiaccubHUKaMM — HMHPOPMAIMOHHBIX — CHUCTEM
TepcOHANbHBIX JAHHBIX», YTBEPKAeHHbIH coBMecTHBIM Ilpukazom ®CTIK Poccun
No 55, ®CB Poccuu Ne 86 1 Munundopmeszu PO Ne 20 ot 13.02.2008 .

4 «[lonoxenue 06 ocobeHHOCTIX 00pabOTKM MepcodalibHbIX JAHHBIX,
OCYILLECTBIIIEMON 0€3 HCIIOIb30BaHUSI CPEACTB aBTOMAaTH3alMKW», YTBEPKACHHOE
[Toctanosnenuem Ipasutenscrea PO ot 15.09.2008 r. Ne 687.

5 «TpeboBaHusi K MaTepUaIbHBIM HOCUTENISAM OMOMETPHYECKUX T€PCOHANIbHbIX
JAHHBIX U TEXHOJOTHSM XpaHEHWs TAKUX JAHHBIX BHE MH(OPMAIMOHHBIX CHCTEM
MepcoOHaNbHBIX JAHHBIX», yTBepXkaeHHble locTaHoBnennem IlpaBUTENbCTBA P® or
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOMUeCKHE — TOKyMeHThl — DesepanbHOH cayx0bl 1O
TeXHHYECKOMY U dKCIIepTHOMY KoHTpouto Poccniickoii ®@enepaiuu (nanee - OCTDOK
Poccun) o obecreuennio 6ezonacuoctu 1111 pu ux obpadorke B MCI1/1H:

7 PekoMeHaaLMK 110 obecredeHrto 6e30MacHOCTH MEPCOHANIBHBIX JaHHBIX TIPU
ux o06paboTKe B WHPOPMALMOHHBIX CUCTEMax IMEPCOHAIBHBIX NAHHBIX, YTB. 3am.
nupekropa @®CTOK Poccun 15.02.08 r. (ACII)

8 OCHOBHbIE MEPOTPHUSATHS MO OPraHW3alUKM U TEXHMYECKOMY OOEeCIriedeHHIO
GE30MacHOCTH  MEePCOHANBHBIX JaHHbIX, 00pabaThIBaeMbIX B HH(MOPMAILMOHHBIX

cHCTeMax MepCOHANbHBIX JaHHBIX, yTB. 3aM. aupekropa PCTOK Poccun 15.02.08 r.

(ACIT)



O BaszoBas Mojelb yrpo3 0e30MacHOCTU IEePCOHAIBHBIX JaHHBIX IpH HX
06paboTke B MH(OPMALMOHHBIX CHCTEMAax [EPCOHANBHBIX JAHHBIX, YTB. 3aM.
mupektopa ®CTOK Poccunu 15.02.08 r. (ICII)

10 MeToauka onpeieieHus] aKTyallbHBIX yrpo3 0€301aCHOCTH MEePCOHANbHBIX
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